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Little Treasures Nursery uses closed-circuit television (CCTV) as a proportionate measure to support the safety, security and effective operation of the nursery. CCTV images are personal data where individuals can be identified, and the nursery processes this information in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and current Information Commissioner's Office (ICO) guidance.

Purposes of CCTV
CCTV is used for defined purposes, including:
· Supporting the health, safety and safeguarding of children, staff and visitors.
· Protecting the nursery premises, equipment and resources and helping to prevent or investigate crime, damage, unauthorised access or antisocial behaviour.
· Supporting the investigation of accidents, incidents, complaints, safeguarding concerns or allegations where viewing recorded footage is necessary and proportionate.
· Supporting quality assurance and the development of practice through authorised management observations using the live CCTV system.
· CCTV will not be used for purposes that are incompatible with those set out in this policy. The nursery will ensure that its use remains necessary, proportionate and transparent.

Data protection and accountability
· Little Treasures Nursery is the data controller for CCTV images recorded through its system. The nursery pays the appropriate data protection fee to the ICO and maintains appropriate records relating to its CCTV processing.
· The nursery identifies and documents an appropriate lawful basis for its use of CCTV and keeps its arrangements under review. A Data Protection Impact Assessment (DPIA) is maintained for CCTV use, including the monitoring of staff in the workplace. CCTV is also covered by the nursery's Data Protection and Confidentiality Policy and relevant privacy information provided to staff and families.

Monitoring and access
· The CCTV system can be monitored from the nursery office. Access to live and recorded images is restricted to authorised members of the Management Team and any other person who has a legitimate, authorised need to access the footage.
· The Nursery Owner has remote access to the CCTV system through the CCTV application. No other member of staff has remote access. Remote access is protected by appropriate account and device security measures and must only be used for legitimate nursery purposes. CCTV images or footage must not be downloaded, copied, screen-recorded, photographed or shared from a personal device unless this is specifically necessary for an authorised purpose and is handled securely in accordance with the nursery’s data protection procedures.
· Those authorised to access CCTV are made aware of their responsibilities relating to confidentiality, security, appropriate use and disclosure. 
· Access to recorded footage is limited on a need-to-know basis and, where appropriate, recorded in an access log.

Use of live CCTV for staff observations
· Authorised members of the Management Team may use the live CCTV system to observe practice as part of the nursery's quality assurance, supervision and staff development arrangements. This enables practice to be observed naturally without an additional adult entering the room and potentially affecting normal interactions and routines.
· Live observations may be used to support reflective practice, identify strengths and areas for development and help maintain high standards of care, teaching and safeguarding. Staff are informed that live CCTV may be used for these purposes.
· Recorded CCTV footage is not routinely reviewed for staff observations or training. Where recorded footage is accessed because of an accident, incident, safeguarding concern, complaint, allegation, security concern or other legitimate reason, access will be necessary, proportionate and managed in accordance with this policy and the nursery's safeguarding and data protection procedures.

Location of cameras and transparency
· Fixed cameras are located inside and outside the nursery in areas where CCTV monitoring is considered necessary and proportionate. Cameras are not located in toilets or nappy-changing areas, where individuals have a heightened expectation of privacy.
· Camera positions and fields of view are reviewed to ensure that they do not unnecessarily capture neighbouring property or other areas outside the nursery. 
· Appropriate CCTV signage is displayed so that staff, families, visitors and members of the public are aware that CCTV is in operation and can identify the nursery as the organisation responsible for the system.

Storage, security and retention
· Recorded CCTV footage is normally retained for up to 14 days and is then automatically overwritten. Footage relating to a specific accident, incident, complaint, safeguarding matter, allegation, security concern, legal claim or investigation may be retained for longer where this is necessary.
· Where a request, complaint, accident, safeguarding concern, allegation, investigation or other matter relates to CCTV footage, relevant footage may be secured to prevent it being automatically overwritten. It will be kept securely, access will remain restricted and it will be deleted when there is no longer a legitimate reason to retain it.
· The CCTV system and any exported footage are protected by appropriate technical and organisational security measures.

Requests to view CCTV and Subject Access Requests
· Parents and other individuals are not routinely permitted to view CCTV footage. A person may, however, have the right to request access to personal data relating to them under data protection law.
· Requests will be handled in accordance with the nursery's data protection procedures and the applicable statutory timescale.
· Individuals may be asked to provide sufficient information to locate relevant footage, such as the date, approximate time and location. The nursery will consider the rights and privacy of other people shown in the footage and may redact, mask or withhold information where required or permitted by law.
· Where a request relates to a child, the nursery will consider who is entitled to exercise the child's data protection rights and will act in the child's best interests where relevant.

Disclosure of CCTV footage
· CCTV footage will only be disclosed where there is a lawful and legitimate reason to do so. This may include disclosure to the police, Local Authority Designated Officer (LADO), local authority, insurers, legal advisers, courts or other relevant agencies where appropriate.
· A record will be maintained of significant disclosures, including what was disclosed, to whom, when and the reason for disclosure. Where possible and appropriate, steps will be taken to protect the identity and privacy of third parties.

Safeguarding
If CCTV gives rise to a safeguarding concern, the nursery will act in accordance with its Safeguarding Children and Child Protection Policy. Where a concern or allegation relates to a member of staff or other adult working with children, the appropriate safeguarding procedures will be followed, including consultation with the LADO where required.

Complaints and concerns
· Questions, concerns or complaints about the operation of CCTV should be raised with the Nursery Management Team in the first instance. Data protection concerns will be handled in accordance with the nursery's Data Protection and Confidentiality Policy and complaints procedures.

Management responsibilities
The Management Team will ensure that:
· CCTV is operated in accordance with this policy and the nursery's data protection and safeguarding responsibilities.
· The purposes and lawful basis for CCTV use are documented and kept under review.
· The CCTV DPIA and relevant privacy information remain current, particularly where the system, camera locations or purposes change.
· Access to live and recorded images is restricted to authorised individuals and recorded footage is accessed only where there is a legitimate need.
· Camera locations, fields of view, signage, security arrangements and retention periods are reviewed periodically.
· Recorded footage is normally retained for no longer than 14 days unless there is an identified reason for longer retention.
· Requests for access and disclosures of footage are managed in accordance with data protection law.
· Staff understand that live CCTV may be used for authorised quality assurance and staff observations and understand the nature and purpose of that monitoring.

Policy Review
This policy will be formally reviewed as part of the nursery's scheduled policy review cycle, and sooner where there are changes to legislation or guidance, nursery practice, or where an incident, concern or other learning indicates that a review is required.
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