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At Little Treasures Nursery we recognise the benefits that technology and online services can bring to children’s learning, communication and nursery operations. We also recognise that technology can create safeguarding, privacy and professional-boundary risks. We therefore take proportionate steps to ensure that children, staff and families use technology safely and appropriately.

The Designated Safeguarding Lead (DSL), Sarah Mayhew, has overall safeguarding responsibility for online safety concerns. All staff must report an online safeguarding concern promptly in accordance with the nursery’s safeguarding procedures.

Online safety risks
Online safety forms part of safeguarding. Risks may arise through:
· Content - exposure to inappropriate, harmful, misleading or illegal material.
· Contact - harmful or inappropriate interaction with other people online.
· Conduct - online behaviour by a child or adult that may cause or increase the risk of harm.
· Commerce - risks arising from advertising, scams, inappropriate purchases, financial exploitation or other commercial activity.

Nursery devices, systems and internet access
· Nursery-owned devices and online systems may only be used for authorised nursery purposes.
· Devices are protected by appropriate passwords or passcodes, screen locks, software updates and security controls.
· Applications, software and online services used for nursery purposes must be authorised by the Management Team.
· Filtering and other appropriate security controls will be used on nursery internet-connected devices and services, taking account of the age of the children and the way technology is used in the setting.
· Children will be supervised when using internet-connected devices.
· Staff may access the nursery Wi-Fi on their personal devices during designated breaks, away from children. Personal use must be appropriate and must not interfere with their duties or breach the nursery’s safeguarding, professional conduct or online safety requirements. Visitors are not permitted access to the nursery Wi-Fi unless specifically authorised by the Management Team.
· Personal or confidential information will only be shared where necessary, with authorised recipients, through appropriate nursery systems and in accordance with data-protection requirements.

Mobile phones, smartwatches, photography and recording
Personal mobile phones, smartwatches, cameras and other personal electronic devices are managed in accordance with the nursery’s Mobile Phone & Electronic Device Use Policy.
· Personal devices must never be used to photograph, video or make audio recordings of children.
· Only nursery-owned or otherwise specifically authorised nursery devices may be used to photograph or record children.
· Photographs, recordings and children’s information must only be stored or shared through authorised nursery systems and in accordance with parental permissions, safeguarding and data-protection arrangements.
· Cameras, mobile phones, tablets, smartwatches and other imaging or recording devices are not permitted for use within toilet or intimate-care areas.



Electronic communication and professional boundaries
· Electronic communication with parents/carers must be professional and take place through authorised nursery communication channels, including Famly, nursery email addresses and nursery telephone arrangements.
· Staff must not use personal social-media accounts or personal messaging services to communicate with parents/carers about nursery matters.
· Staff must maintain appropriate professional boundaries online and must not connect with families through personal social-media accounts where this would compromise professional boundaries.
· Staff must not post confidential nursery information, information about children or families, or unauthorised nursery images or content on personal accounts or online services.

Children’s use of technology and screens
Technology is used purposefully, in ways that are appropriate to children’s age, development and individual needs. It will not replace the importance of responsive relationships, communication, active play, physical activity, creative experiences, books, outdoor learning and first-hand exploration.
· Screen use is supervised and is used for an identified learning, communication or care purpose.
· Content, apps and online resources are checked for suitability before use with children.
· Children are supported in age-appropriate ways to begin developing safe habits around technology, including seeking help from a trusted adult if something worries or confuses them.
· The nursery has regard to current Department for Education guidance on screen use for children aged 0-5 and signposts families to appropriate guidance and support.

Artificial intelligence and emerging technology
Staff must not enter children’s personal information, photographs, confidential family information or confidential nursery information into publicly available artificial-intelligence tools or other unauthorised online services.

Any use of artificial intelligence or emerging technology for nursery purposes must be authorised by the Management Team and must comply with safeguarding, confidentiality, copyright and data-protection requirements.

Online safeguarding concerns
Any online concern relating to a child, family member, member of staff or other adult must be reported promptly to the DSL or, where appropriate, another member of the Management Team in accordance with the Safeguarding Children and Child Protection Policy.
· Staff must not investigate safeguarding concerns themselves or unnecessarily view, copy, save, forward or share suspected illegal or harmful material.
· The DSL will assess the concern, record actions and make any necessary referrals or reports to the appropriate safeguarding, law-enforcement or specialist reporting service.
· Where an online concern relates to the conduct of an adult working with children, the nursery’s Low-Level Concerns, allegations/LADO and whistleblowing procedures will be followed as appropriate.
· Parents/carers will be supported and signposted to appropriate online-safety advice or reporting services where relevant.

Illegal material
Staff must never deliberately access, create, possess, download, distribute or share illegal material. If suspected illegal material is encountered accidentally or reported, staff must stop, preserve safety and report the concern immediately to the DSL without forwarding, copying or conducting their own investigation.

Cyber security
The nursery’s detailed arrangements for protecting devices, accounts, systems and information from cyber-security risks are set out in the Cyber Security Policy. Staff must follow that policy, including requirements relating to passwords, account security, authorised software and services, suspicious emails or links, lost or compromised devices and reporting suspected cyber incidents.
Any suspected personal-data breach will also be managed in accordance with the nursery’s Data Protection and Confidentiality arrangements.

Staff knowledge and training
· Online safety forms part of staff safeguarding awareness and induction.
· Staff receive appropriate updates and training so that they understand current online risks, professional boundaries, authorised systems and how to report concerns.
· Staff must follow the nursery’s Acceptable Internet Use, Mobile Phone & Electronic Device, Cyber Security and data-protection requirements.
· Management will respond where staff knowledge, technology changes or emerging risks indicate that additional guidance or training is required.

Management responsibilities
The Management Team will:
· ensure online safety is integrated into safeguarding practice
· ensure nursery devices, applications and online services are authorised and appropriately managed
· ensure staff understand the rules relating to personal devices, photography, electronic communication, professional boundaries and artificial intelligence
· ensure children’s use of technology is supervised, purposeful and developmentally appropriate
· ensure online safeguarding concerns are reported, recorded and escalated appropriately
· review online-safety arrangements as technology, guidance, nursery practice or identified risks change.

Nursery social media
Little Treasures Nursery uses official social media accounts, including Facebook, Instagram and TikTok, to share appropriate information about nursery life, activities and events.

Parents/carers are asked at enrolment for their permission regarding the use of photographs and videos of their child on the nursery’s social media accounts. These permissions are recorded and must be checked before an image or recording is published.
We will:
· only publish photographs or videos of children where the appropriate parental permission is in place
· respect any changes or withdrawal of parental permission
· consider the content of an image or video before publication to ensure it is appropriate and protects children’s dignity and privacy
· only use authorised nursery accounts for nursery social-media activity
· ensure access to nursery social-media accounts is restricted to authorised persons
· not publish confidential information about children or families.

Related policies and procedures
· Safeguarding Children and Child Protection Policy
· Mobile Phone & Electronic Device Use Policy
· Acceptable Internet Use Policy
· Cyber Security Policy
· Data Protection and Confidentiality Policy 
· CCTV Policy and DPIA
· Code of Conduct
· Low-Level Concern Policy
· Whistleblowing Policy.

Policy Review
This policy will be formally reviewed as part of the nursery's scheduled policy review cycle, and sooner where there are changes to legislation or guidance, nursery practice or technology, or where an incident, concern or other learning indicates that a review is required.
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